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[57] ABSTRACT 

A method and system for emibedding signatures within 
visual images in both digital representation and print or film. 
A signature is inseparably embedded within the visible 
image, the signature persisting through image transfonns 
that include resizing as well as conversion to print or film 
and back to digital iosjtL Signature points are selected from 
among the pixels of an original image. The pixel values of 
the signature points and surrounding pixels are adjusted by 
an amount detectable by a digital scanner. The adjusted 
signature points form a digital stature which is stored f cff 
future identification of subject images derived from the 
image. In one embodiment, a signature is embedded within 
an image by locating relative extrema in the continuous 
space of pixel values and selecting the signature points from 
among the extrema. Preferably, the signature is redundantly 
embedded in the inoage sudi that any of the redundant 
representations can be used to identify the signature. Iden- 
tification of a subject image includes ensuring that the 
subject image is normalized with respect to ^e original 
image or the signed image. IVeferably, the normalized 
subject image is con^ared with the stored digital signature. 

22 Claims, 3 Drawing Sheets 
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METHOD AND SYSTEM FOR DIGITAL the image such that any of the redundant representations can 

IMAGE SIGNATURES be used to identify the signature. The signature is stored for 

later use in identifying a subject image* 

TECHNICAL FIELD According to a preferred embodiinenC, the identification 

niis invention relates to a method of and system for ^ of a subject image indude^ ensuring that the subjcctimage 

encoding a signature into a digital image and auditing a js normahzed^.e of the sam^ 

digitalsubjectimagetodeteimineif itwasderivedfromthe ^^""^^ image no already nonnahzed, Ae 

encoded imaee subject image is nonnahzed by aligning and adjusting the 

luminance values of subsets of the pixels in the subject 

BACKGROUND OF THE E^fVENTION image to match corresponding subsets in the original image. 

The normalized subject image is then subtracted from the 

Various images in traditional print or photographic media original image and the result is compared with the stored 

are commonly distributed to many users. Exanaples include digital signature. In an alternate embodiment, the normal- 

the distribution of prints of paintings to the general public ixed subject image is con^ared directly with the signed 

and photogr^hs and film dips to and among the media. IS image. 
Owners may wish to audit usage of their images in print and 

dectronic media, and so require a method to analyze jaint, BRIEF DESCRIPTION OF THE DRAWINGS 

^JT^^^"^ detennine if they w^e obtained ^ ^ ^ ^ ^ ^^^^ ^ ^ 

duecdy fem the owners or dcnved from their images. Far embodin^nt of the preset invention, 

example, the owner of an image may desire to limit access 20 ^ , - . . 

or use of the image. To monitor and enforce sudi a ^ is a san^le digital inaage upon which a preferred 

limitation, it would be beneficial to have a method of embodiment of the present invention is employed, 

verifying that a subject image is copied or derived from the FIG. 3 is a representation of a digital image in the form 

owner* s image. The method of proof should be accurate and of an array of pixds with pixel values, 

incapable of being circumvented. Further, the method 25 FIG. 41s grq)hical representation of pixel values showing 

should be able to detect unauthorized copies that have been relative minima and maxima pixel values, 

resized, rotated, cropped, or otherwise altered slightly. piQ 5 ^ digital subject image that is compared to the 

In the computer field, digital signatures have been applied image of FIG. 2 according to a jffefeired embodiment of the 

to non-image digital data in order to identify the origin of the present invention. 

data. For various reasons these prior art digital signatures 

have not been applied to digital image data. One reason is DETAILED DESCRIPTION OF THE 

that these prior art digital signatures are lost if the data to INVENTION 

which dicy are ^lied are modified. Digital images are present hivention iodudes a method and system for 

often modified each time they are printed, scanned, copied, embedding a signature into an raiginal image to create a 

or photogr^hcd due to unintentional "ndse" created by the sig^^^ ^ prefeired embodhnent includes selecting a 

mechanical rep-oduction equipment used. Further, it is often y^^^^ ^^^^ ^ candidate points in the original image and 

desired to resize, rotate, crop or otherwise intentionally selecting a number of signature points from among flie 

modify ttie image. Accordingly, the existing digital signa- candidate points. The signature points are altered sKghtly to 

tures are unacceptable for use with digital images. ^ s^nature. The signature points are stored for lata: 

use in auditing a subject image to determine whether the 
subject image is derived from the signed image. 
The invention includes a method and system for embed- The signatures are encoded in the visible domain of the 
ding image signatures within visual images, applicable in image and so become part of the image and cannot be 
the pref OTed embodiments described herdn to digital rep- ^5 detected or removed without prior Imowledge of the signa- 
resentadons as well as odia media such as print or film. The ture. A key point is that while the changes manifested by the 
signatures identify the source or ownership of images and signature are too shght to be visible to the human eye, they 
distinguish between different copies of a single image. In are easily and consistently recognizable by a common digital 
preferred embodiments, these signatures p^arsist through imiage scanner, after which the signature is extracted, inter- 
image transforms such as resizing and conversion to or from jq preted and verified by a software algorithm, 
print or film and so provide a method to track subsequent use jn contrast to prior art signature methods used on non- 
of digital images including derivative images in print or image data, the signatures persist through significant image 
other form- transfonnations that preserve the visible image but may 
In a prefeired embodiment described herdn, a plurality of completely change the digital data. The specific transf oims 
signature points are selected that are positioned within an 55 allowed indude resizing the image largo* or smaller, rotating 
original image having pixels with pixel values. The pixd the image, unifonnly adjusting color, brightness and/or 
values of the signature points are adjusted by an amount contrast, and limited cropping. Significantly, the signatures 
detectable by a digital scanner. The adjusted signature points persist through the process of printing the image to paper or 
form a digital signature that is stored for future identification film and rescanning it into digital fomL 
of subject images derived from the image. go Shown in FIG. 1 is a computer system 10 that is used to 
The prefeired enibodiment of the invention described carry out an embodiment of the present invention. The 
herein embeds a signature within the original image by con^uter system 10 includes a computer 12 having the usual 
locating candidate poiQts such as relative extrema in the complementofmemary and logic circuits, a display monitor 
pixel values. Signature points are selected from among the 14, a keyboard 16, and a mouse 18 or other pointing device, 
candidate points and a data bit is encoded at each signature 65 The computer system also indudes a digital scanner 20 that 
point by adjusting the pixel value at and smrounding each is used to create a digital image representative of an original 
point. Preferably, the signature is redundantly embedded in image such as a photogiaph or painting. Typically, delicate 
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images, such as paintings, are converted to print or film One of the simplest methods to detennine relatiye 

before being scanned into digital fonn. In one embodiment extrema is to use a "Difference of Averages" technique. This 

a printer 22 is connected to the con^uter 12 to print digital technique employs predetermined neighborhoods around 

images output from the processor. In addition, digital images each pixel 26; a small neighboifaood 28 and a large ndgji- 

can be output in a data format to a storage medium 23 such 5 bortiood 30, as shown in FIGS. 2 and 3. In the present 

as a floppy disk for displaying later at a remote site. Any example the neighborhoods are square for simplicity, but a 

digital display device may be used, such a common com- preferred embodiment employs circular neighborhoods. The 

puter printer, X-Y plotter, or a display screen. technique determines the difference between the average 

An example of the output of the scanner 20 to the pixel value in the small neighborhood and the average pixel 

computer 12 is a digital image 24 shown In FIG. 2. More value of the large neighborhood. Jf the difference is large 

accurately, the scanner outputs data representative of the compared to the difference for surrounding pixels then the 

digital image and the computer causes the digital image 24 pj^el value is a relative maxima or minima, 

to be dispUyed on the display monitor 14. As used herein y^-^g ^ pjQ 3 as an example, the Difference 

"digital image" refers to the digital data representative of the Averages for the pixel 26A is determines as foUows. The 

digital image, the digital image displayed on the monitor or ^^^^ ^^^^^ 3^ ^^^^ sjnaH neighborhood 28A 

other display screen, and the digital image printed by the ^ ^59. dividing by 9 pixels gives an average of 7.67. 

pinter 22 or a remote pinter: -j^e pixel values within the 5x5 pixel large neighborhood 

The digital image 24 is depicted using numerous pixels 24 30A add up to 219; dividing by 25 pixels gives an average 

having various pixel values. In the gray-scale image 24 the of g 75 a Difference of Averages of -1.09. Sinulaily, the 

pixel values are luminance values representing a brighmess ^ average in small neighborhood 28G is 10.0; the average in 

level varying from black to white. In a color image the pixels large neighborhood 30G is 9.8; the Difference of Averages 

have color values and luminance values, both of which being pj^^j 26G is therefore 0.2. Similar computations on 

pixel values. The color values can include the values of any pixels 26B-2fF produce the following table: 
components in a representation of the color by a vector. FIG. 

3 shows digital image 24A in the form of an array of pixels ^ 
26. Each pixel is associated with one ot more pixel values, 
which in the example shown in FIG. 3 arc luminance values 
from 0 to 15. 

The digital image 24 shown in FIG. 2 includes thousands 

of pixels. The digital image 24A represented in FIG. 3 30 
includes 225 pixels. The invention preferably is used for 

images having pixels numbering in the millions. Therefore, Based on pixels 2tiA-26G, there may be a relative maximum 

the description herein is necessarily a simplistic discussion at pixel 26D, whose Difference of Averages of 1.59 is greater 

of the utility of the invention. than the Difference of Averages for the other examined 

According to a preferred embodiment of the invention 35 pixels in the row. To determine whether pixel 26D is a 

numerous candidate points arc located within the original relative maximum rather ttian merely a small uodulation, its 

image. Signature points are selected from among the can- Difference of Averages naust be con^ared with the Differ- 

didate points and arc altered to form a signature. The ence of Averages for the pixels surrounding it in a larger 

signature is a pattern of any number of signature points. In Q^ca. 

a preferred embodiment, the signature is a binary number 40 Preferably, extrema within 10% of the image size of any 

between 16 and 32 bits in length. The signature points may gitjg arc not used as signature points. This protects against 

be anywhere within an image, but arc preferably chosen to loss of signature points caused by the practice of cropping 

be as inconspicuous as possible. Preferably, the number of the border area of an image. It is ^so preferable that relative 

signature points is much greater than the number of bits in extrema that are randomly and widely spaced are used rather 

a signature. This allows the signature to be redundantly 45 than those that appear in regular patterns, 

encoded in the image. Using a 16 to 32 bit signature, 50-200 Using the Difference of Averages technique or other 

signature points are preferable to obtain multiple signatures known techniques, a large number of extrema are obtained, 

for the image. the number depending on the pixel density and contrast of 

A preferred enibodiment of the invention locates candi- the image. Of die total number of extrema found, a preferred 

date points by finding relative maxima and minima, collec- 50 embodiment chooses 50 to 200 signature points. This may 

tivcly referred to as extrema, in the image. The extrema be done manually by a user choosing with the keyboard 16, 

represent local extremes of luminance or color. FIG. 4 shows mouse 18, or other pointing device each signature point from 

what is meant by relative extrema. FIG. 4 is a graphical among the extrema displayed on the display monitor 14. The 

representation of the pixel values of a small portion of a extrema noay be displayed as a digital image with each point 

digital image. The vertical axis of the gra{^ shows pixel 55 chosen by using the mouse or other pointing device to point 

values while the horizontal axis shows pixel positions along to a pixel or they may be displayed as a list of coordinates 

a single line of the digital image. Small undulations in pixel which are chosen by keyboard, mouse, or other pointing 

values. Indicated at 32, represent portions of the digital device. Alternatively, the computer 12 can be programmed 

image where only small changes in luminance or color occur to choose signature points randomly or according to a 

between pixels. A relative maximum 34 represents a pixel 60 preprogrammed pattern. 

that has the highest pixel value for a given area of the image. One bit of binary data is encoded in each signature point 

Similarly, a relative minimum 36 r^iresents a pixel that has in the image by adjusting the pixel values at and surrounding 

the lowest pixel value for a given area of the image. the point The image is xmxtified by making a small, pref- 

Relative extrema are isefeired signature points for two erably 2%-l0% positive or negative adjustment in the pixel 

major reasons. First, they arc easily located by simple, well 65 value at the exact signature point, to represent a binary zero 

known processing. Second, they allow signature points to be or one. The pixels surrounding each signature point, in 

encoded very inconspicuously. approximately a 5x5 to 10x10 grid, are preferably adjusted 
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proportionally to ensure a continuous transition to the new For example, FIO. 5 shows a digital subject image 38 that 

value at the signature point A number of bits are encoded in is smaller than the original image 24 shown in FIG. 2. To 

signature points to form a pattern which is the signature resize the subject image, a usex points to three points such 

for the image. as the mouth 40B, car 42B and eye 44B of the subject image 

^ a preferred embodiment, the signature is a pattern of all S using the mouse 18 or other pointer. Since it is usually 

of the signature points. When auditing a subject image, if a difficult to accurately point to a single pixel, the computer 

statistically significant number of potential signature points selects the nearest extrema to the pixel pointed to by the user, 

in the subject image match corresponding signature points in The user points to the mouth 40A, ear 42A, and eye 44A of 

the signed image, then the subject image is deemed to be the original image. The computer 12 resizes and rotates the 

derived from the signed image. A statistically significant lO sutject image as necessary to ensure that points 40B, 42B, 

number is somewhat less than 100%, but enough to be and 44B are positioned with respect to each other in the 

reasonably confident that the subject image was derived same way that points 40A, 42A, and 44A are positioned with 

from the signed image. respect to eadi other in tiic original image. The lemaining 

In an alternate embodiment, the signature is encoded pixels are repositioned in proportion to the r^ositioning of 

using a redundant pattern that distributes it among the is points40B,42Band44B.By aligning thrcepomts the entire 

signature points in a manner that can be reliably retrieved subject image is aligned with the original image without 

using only a subset of the points. One embodiment sijxq>ly having to align each pixel independently, 

encodes a predeteimined number of exact duplicates of the Afta the subject image is aligned, the next step is to 

signature. Other redundant representation methods, such as normalize the brightness, contrast and/or color of the subject 

an error-correcting code, may also be used, 20 image. Normalizing involves adjusting pixel values of the 

In order to allow future auditing of images to determine subject image to match the value-distribution profile of the 

whether they match the signed image, the signature is stored origmal image. This is accomplished by a technique analo- 

in a database in which it is associated with the original gous to that used to align the subject image. A subset of the 

image. The signature can be stored by associating the bit pixels in the subject image are adjusted to equal corrcspond- 

valuc of each signature point together with x-y coordinates 25 ing pixels in the original image. The pixels not in the subset 

of the signature point The signature may be stored sepa- arc adjusted in proportion to the adjustments made to the 

ratcly or as part of the signed image. The signed image is pixels in the subset The pixels of the subject image corre- 

then distributed in digital form. sponding to the signature points should not be among the 

As discussed above, the signed image may be transformed pixels in the subset Otherwise any signature points in tiie 
and manipulated to form a derived image. The derived 30 subject image will be hidden from detection when they axe 
image is derived from the signed image by various adjusted to equal corresponding pixels in the original image, 
transformations, such as resizing, rotating, adjusting color, In a preferred embodiment, the subset includes the bright- 
brightness and/or contrast, cropping and converting to print est and darkest pixels oi the subject image. Hiese pixels are 
or Him. The derivation may take place in nmltiple steps or adjusted to have luminance values equal to the luminance 
processes or may simply be the copying of the signed image 35 values of corresponding pixels in the original image. To 
directly. ensure that any signature points can be detected, no signa- 

It is assumed (hat derivations of these images that an ture points should be selected during the signature cmbed- 

owner wishes to track include only applications which ding process described above that are among the brightest 

substantially preserve the resolution and general quality of and darkest pixels of the original image. For example, one 

the image. While a size reduction by 90%, a significant color 40 could use pixels among the brightest and darkest 3 % for the 

alteration or distinct-pixel-value leducdon may destroy flie adjusting subset, after selecting signature points among less 

signature, they also reduce the image's significance and than the brightest and darkest 5% to ensure that there is no 

value such that no auditing is desired. overlap. 

In order to audit a subject image according to a preferred When the subject image is fully normalized, it is prefer- 

embodiment, a user identifies tiie original image of which 45 ably compared to the original image. One way to con^are 

the subject image is suspected of being a duplicate. For a images is to subtract one image from the other. The result of 

print or film image, the subject image is scanned to create a the subtraction is a digital image that includes any signature 

digital image file. For a digital image, no scanning is poiats that were present in the subject image. These signa- 

necessary. The subject digital image is normalized using ture points, if any, are conq>ared to the stored signature 

techniques as described below to the same size, and same 50 points for the signed image. If the signature points do not 

overall brightness, contrast and color profile as the unmodi- match, then the subject image is not an image derived from 

tied original image. The subject image is analyzed by the the signed image, unless the subject image was changed 

method described below to extract the signature, if present, substantially from the. signed image, 

and con^are it to any signatures stored for that image. In an alternative embodiment, the normalized subject 

The norraalizarion process involves a sequence of steps to 55 image is compared directly with the signed image instead of 

undo transformations previously made to iht subject image, subtracting the subject image from the original image. This 

to return it as close as possible to the resolution and comparison involves subtracting the subject image from the 

appearance of the original image. It is assumed that the signed image. If there is little or no image resulting frx3m the 

subject image has been manipulated and transfomed as subtraction, then the subject image equals to the signed 

described above. To align the subject image with the original 60 image, and therefore has been derived from the signed 

inoage, a preferred embodiment chooses three or more points image. 

from the subject image which correspond to points in the In another alt^ate embodiment, instead of normalizing 

original image. The three or more points of the subject image the entire subject image, only a secdon of the subject image 

are aligned with the corresponding points in the original surrounding each potential signature point is normalized to 

image. The points of the subject image not selected are 63 be of the same general resolution and appearance as a 

rotated and resized as necessary to acconunodate the align- corresponding section of the original image. This is accom- 

ment of the points selected. plishcd by selecting each potential signature point of the 
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subject image and selecting sections surrounding each 
potential signature point The normalizatioD of eadi selected 
section proceeds according to methods similar to those 
disclosed above for normalizing the entire subject image. 

Nonnalizing each selected section individually allows 
each potential signature point of the subject image to be 
compared directly with a corresponding signature point of 
the signed image. Preferably, an average is computed for 
each potential signature point by averaging the pixel value 
of the potential signature point with the pixel values of a 
plurality of pixels surrounding the potential signature point 
The average computed for each signature is compared 
directly with a corresponding signature point of the signed 
image. 

While the methods of normalizing and extracting a sig- 
nature from a subject image as described above are directed 
to luminance values, similar methods may be used for color 
values. Instead of or in addition to normalizing by altering 
luminance values, the color values of the subject image can 
also be adjusted to equal corresponding color values in an 
original color image. However, it is not necessary to adjust 
color values in order to encode a signature in or extract a 
signature from a color image. Color images use pixels 
having pixel values that include luminance values and color 
values. A digital signature can be encoded in any pixel 
values regardless of whether the pixel values are luminance 
values, color values, or any other type of pixel values. 
Luminance values are preferred because alterations may be 
made more easily to luminance values without the alter- 
ations being visible to the human eye. 

From the foicgoing it will be appreciated that, although 
specific embodiments of the invention have been described 
herein for purposes of illustration, various modifications 
may be made without deviating from the spirit and scope of 
the invention. Accordingly, the invention is not limited 
except as by the appended claims. 

We daim: 

1. A method of image signature processing of an original 
image having pixels with pixel values, the pixel values 
including a plurality of pixel values intermediate to mini- 
mum and maximum pixel values, con^jrising: 

locating a plurality of candidate points from among the 
pixels of the original image; 

selectiog a first plurality of signature points from among 
the candidate points; 

forming a signature by adjusting the pixel values of ttie 
signature points within the original image, thereby 
resulting in a signed image that includes the signature 
and pixel values of the original image that have not 
been adjusted to form the signature, the signed image 
including a plurality of pixel values intermediate to the 
minimum and maximum pixel values; and 

digitally storing the signature in a database for future 
identification. 

2. The method according to claim 1 wherein the candidate 
points are located by locating relative extrema in the original 
image and wherein the selecting step includes selecting the 
signature points from among the extrema. 

3. The method according to claim 2 wherein the pixel 
values of the original image include luminance values and 
the extrema are relative minima or maxima luminance 
values of the pixels of the original image. 

4. The method according to claim 1, ftirthcr comprising 
adjusting a plurality of pixel values surrounding the signa- 
ture points to provide smooth transitions to the adjusted 63 
pixel values at the signature points. 

5. The method according to claim 1, further comprising: 
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selecting a second plurality of signature points from 

among the candidate points; and 
adjusting the pixel values of the second plurality of 

signature points to fomi a redundant signature for the 

signed image. 

6. A method of image signature processing of an original 
image having pixels with pixel values, comprising: 

selecting a first plurality of signature points from among 
the pixels of the original image; 

forming a signature by adjusting the pixel values of the 
signature points within the original image, thereby 
resulting in a signed image that includes the signature 
and pixel values of the original image that have not 
been adjusted to form the signature, the signed image 
including a plurality of pixel values intermediate to the 
minimum and maximum pixel values; and 

digitally storing the signature in a database for future 
identification. 

7. The method according to claim 6 wherein the pixel 
values adjusted are luminance values. 

8. The method according to daim 6 wherein the pixel 
values adjusted are color values, 

9. The method according to daim 6, further conpising 
analyzing whether a digital subject image constitutes or is 
derived from a signed image having pixel values that were 
adjusted to form a signature according to daim 6. 

10. The method according to daim 9 wherein the analyz- 
ing step indudes subtracting the subject image from the 
original image to obtain a resulting image and comparing the 
resulting image with the stored signature. 

IL The method according to daim 9 \^erdn the analyz- 
ing step includes comparing the subject image with the 
signed image. 

12. The nacdiod according to daim 9 wherein the analyz- 
ing step includes sdecting a potential signature point in the 
subject image corresponding to a signature point of the 
signed image and coii^aring the pixel value of the sdected 
point to tbc pixel value of the corresponding signature point 
of the signed image. 

13, The method according to daim 9 wherein the analyz- 
ing step includes sdecting a potential signature point in the 
subject image corresponding to a signature point of the 
signed image, computing an average of pixd values of the 
potential signature point and a plurality of pixels surround- 
ing the potential signature point, and comparing the average 
to the pixel value of the corresponding signature point of the 
signed image. 

14. A method of image signature processing of an original 
image having pixels with pixel values, comprising: 

selecting a first plurality of signature points from among 
the pixels of the original image; 

forming a signature by adjusting the pixel values of the 
signature points within the original image, thereby 
resulting in a signed image that indudes the signature 
and pixel values of the original image that have not 
been adjusted to form the signature, the signed image 
including a pturaHty of pixd values intermediate to the 
minimum and maximum pixd values; 

storing the signature for future identificatioa; and 

locating relative extrema in the original image, wherein 
the selecting step indudes selecting the signature points 
from among the extrenm. 

15, The method according to claim 14 wherein the pixd 
values of the original image indude luminance values and 
the extrema are relative minima or maxima luminance 
values of the pixels of the original image. 
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16. A method of image signature processing of an original 
image having pixels with pixel values, comprising: 

selecting a first plurality of signature points from among 
the pixels of the original image; 

forming a signature by adjusting the pixel values of the 
signature points within the cdginal image, thereby 
resulting in a signed image that includes the signature 
and pixel values of the original image that have not 
been adjusted to form the signature, the signed image 
including a plurality of pixel values intermediate to the 
mini mum and maximum pixel values; 

storing the signature for future identification; 

selecting a second plurality of signature points from 
among the pixels of the odginal image; and 

adjusting the pixel values of the second plurality of 
signature points to form a redundant signature for the 
signed image. 

17. A method of image signature processing of an original 
image having pixels with pixel values, comprising: 

selecting a first plurality of signature points from among 
the pixels of the original image; 

forming a signature by adjusting the pixel values of the 
signature points within the original image, thereby 
resulting in a signed image that includes the signature 
and pixel values of the original image that have not 
been adjusted to form the signature, the signed image 
including a plurality of pixel values intermediate to the 
minimum and maximum pixel values; and 

storing die signature for future identification, wherein the 
digital image has a border surrounding the image and 
the pixels whose values adjusted are selected so as not 
to be within a predetermined distance from the border. 

18. A method of image signature processing of an original 
image having pixels witii pixel values, comprising: 

selecting a first plurality of signature points tcom among 
the pixels of the original image; 

forming a signature by adjusting the pixel values of die 
signature points within the original image, thereby 40 
resulting in a signed image that includes the signature 



and pixel values of the original image that have not 
been adjusted to fonn die signature, die signed image 
including a plurality of pixel values intermediate to die 
minimum and maximum pixel values; 
storing the signature for future identification; and 
adjusting a plurality of pixel values surrounding the 
signature points to provide smooth transitions to the 
adjusted pixel values at the signature points. 

19. A method of image signature processing of an original 
image having pixels with pixel values, comprising: 

selecting a first plurality of signature points from among 

the pixels of the original image; 
fonning a signature by adjusting the pixel values of the 
signature points within the original image, thereby 
resulting in a signed image that includes the signature 
and pixel values of the original image that have not 
been adjusted to form the signature, the signed image 
including a plurality of pixel values intermediate to the 
minimum and maximum pixel values; 
storing the signature for future identificatiou; and 
analyzing whether a digital subject image constitutes or is 
derived fr^m a signed image having pixel values that 
were adjusted to form a signature according to claim 6, 
wherein the analyzing step includes normalizing the 
subject image. 

20. The method according to claim 19 wherein the nor- 
malizing step includes aligning the subject image with the 
signed image or the original image. 

30 21. The mediod according to claim 20 wherein the align- 
ing step includes selecting three or more pixels in die subject 
image and aligning die three or more pixels with corre- 
sponding pixels in the original or the signed image. 
22. The method according to claim 19 wherein the pixel 
35 values of the subject image and the original image include 
luminance values and the normalizing step includes adjust- 
ing the luminance values of a subset of the pixels in the 
subject image to equal the luminance values of a corre- 
sponding subset of pixels in the original image. 
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